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Today, protecting privacy in cyberspace is a major concern for the people of the
world. The lack of a single organization that can manage the online space with its
restrictive and strict rules has caused some websites to use small text files called
cookies to collect data from users and use them for marketing in advertising networks
and use third-party websites with the help of different technologies... Although it can
be argued that this is a kind of marketing strategy and in most cases, it is not
dangerous. However, this can lead to security concerns and privacy violations
because most websites do not ask permission to use cookies and set them in the user's
browser. The main question in this article is how and to what extent cookies can
violate users' privacy. In response, we will say that although cookies play an essential
role in enhancing the user experience and facilitating personalized interactions on
the web in the broad digital technology landscape, they also come with risks that
users should be aware of them. In general, there are two main risks; the first risk is a
violation of users' privacy and the second risk is a security vulnerability.
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1. Introduction

In cyberspace, privacy is the most important concern. Everyone who is online likes to keep their privacy safe. One
of the things that can violate this privacy is internet cookies, which are designed to exchange information between
the user's browser and the website Cookies contain all kinds of information needed to navigate the desired website.
For this reason, they are very important for e-commerce companies and advertising agencies. Almost in most web
browsing, we are given a notification that "This website uses cookies to improve your experience. Do you agree
with that? or a phrase like this. We usually click " yes" without thinking because we want to see the content. but
should we accept cookies?

Accepting cookies can create serious security risks; since cookies are stored on the hard disk as text files, any
intruder can easily open these files and view the information. Additionally, all sites that collect information from
cookies are not legitimate. Some of them can use cookies for hacking purposes. However, in this article, we are
looking for an answer to the question of whether the use of cookies can violate our privacy. And how?

2. Methodology

The present research has been done using the descriptive-analytical method and by studying various documents
and sources. Data collection was through library research, legal research centers, and access to books, articles,
theses, journals, and websites.

3. Results and Discussion

Nowadays, cyberspace has made it easier than ever to violate privacy, which is closely related to the personality
of people; In such a way that criminals attack human life in all parts of the world, regardless of geographical
boundaries, away from the controlling eyes and gaze of others and free from the inspection and surveillance of
others. With the advent of computer technology, it is possible to plan and violate privacy and steal private and
confidential information of individuals more than in the past with very high accuracy and clarity. (Qanad and
Alighli, 2020, 306)

Cookies play an essential role in enhancing user experience and facilitating personalized interactions on the
web. However, behind their harmless appearance, there is a domain full of possible dangers and harms that may
endanger the user's privacy and security.

Although cookies can be blocked as said earlier some websites become not as effective when we don’tiaccept.
them. Some of us simply use the websites and to get the full functionality accept the cookies unwillingly and are
concerned about our privacy and tracking. (Jegatheesan, 2013, p. 2)

Cookies are set by the websites we visit or even sometimes by the third-party websites that involve in
marketing, ad serving. There are even chances that we get cookies from websites we have never heard of or never
visited but those websites are associated with the websites we visit. These websites do various activities like
advertising, help in marketing the brand or product, increase revenue or even track the users. These websites may
set cookies that can track the movement of users from one website to another website and can consolidate the
personal data and sometimes making it available for anyone with commercial interest. And this is where we have
to worry about the invasion of privacy, because the information collection cookies are not nearly as obvious, and
the websites don’t simply stop at tracking, they start showing adverts, campaigns are done around you to force you
to buy or look at something for the fact that you had once of frequently interested in something. This eliminates
the ability for us to look for new things, in simple ways we are restricted from being shown something new and
we are always shown the same things, given preferences of something we did already. (Ibid, 2013, p. 3) Tracking
cookies can actually be a threat to user privacy. Because tracking cookies collect data about people's behavior on
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the Internet, it is absolutely essential for website owners to allow their users control over which cookies they
accept. According to the General Data Protection Regulation (GDPR), every web user must have the option to
accept or reject cookies when browsing the Internet. And if any website does not provide this option to its users,
it violates the general data protection regulations.

Also, according to the general data protection regulations, users have rights in relation to their personal data,
such as the right to access, modify, limit, withdraw consent, protest, portability, and erasure. In addition, they have
the right to object to automatic decision-making profiling, and processing of their personal data for direct
marketing. (Article 15-22)

Another concern with cookies is security issues with cookies. When they are manipulated by malicious
entities, they also pose a significant threat. Attackers can use various techniques such as session hijacking, cross-
site scripting, cross-site request forgery, etc. to abuse cookies in malicious activities. (Layeeq, 2024, p. 3)

The current uses of cookies tell us why users should be concerned about their privacy being violated.

When a user enters the Internet and registers his name or fills out a form online, he actually makes a profile
of his personal information available to various companies. Many companies also use cookies to collect personal
information of users and make profiles. In fact, companies do not use personal information only to provide products
or services, they also use this information in various political and social cases. Awsat et al., (2020, 1354)

"The author of “Four Ethical Issues of the Information Age,” talks about how profiling violates privacy when
he states: ““You or I may have contributed informationlabout us freely to each of the separate databases but that by
itself does not amount to giving consent to someone to merge the data. (Mason, 1986, pp. 5 - 12)

Websites and companies that conduct online marketing through cookies must have clear policies and provide
clear options to individuals on how to store, use, or transfer personal information. This increases the informed
choice of users regarding their consent for any activity, correct and free use of the Internet space. Providing clear
opt-outs allows people to exercise control when using online web services. Some people may want to visit a
website without any record of their online behavior being kept. So it's a good idea to provide a simple tool to opt
out of ad targeting using behavioral data. It's a legal requirement under privacy and electronic communications
laws to tell a person when information is going to be stored on their device, For example, in the form of a regular
cookie, or a flash cookie, and give him the opportunity to refuse this. It is also a good idea to give users relevant
advice on how to use their web browser settings or the choices provided on the website itself to allow the user to
maintain their online anonymity. For example, by ensuring that their identifying information is deleted at the end
of a session or any other similar solution.

4. Conclusion

In the broad landscape of digital technology, cookies play an essential role in enhancing the user experience and
facilitating personalized interactions on the web. However, behind their harmless appearance, there is a large
volume of potential risks and harms such as tracking and profiling, challenges related to cookie management, and
security risks that can endanger the privacy and security of users.

As discussed so far, there are two main risks from cookies that affect all other risks; One risk is invasion of
privacy and the second risk is security vulnerability. Cookies can track our online activities on different websites
over time and create a profile of our interests and preferences. This information can be used by advertisers to target
us with personalized ads, or the data can be sold to third parties without our consent. Personal data and its
processing are not permitted without obtaining the express consent of the person, and if permission is obtained, it
can be used only for the purpose of the person's consent.

Regarding security vulnerabilities, it should be said that in some cases user data and communications may be
used by governments for the benefit of national security or any other similar concern. But there are other ways that
our data may be misused and stolen. Where cybercriminals and hackers can exploit cookies to access our account
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information or steal sensitive data through a process called cross-site scripting. Additionally, hackers execute or
inject malicious scripts into a trusted program or file, such as a cookie, to do their nasty work. However, when
viewing cookies, users always have a concern and a feeling of insecurity about violating their privacy and stealing
their information. In general, it seems that there is a possibility of violating privacy and compromising personal

data with cookies on a small scale.

FA



https://www.mtlj.usc.ac.ir 08 ¥+ ¥ ¢ 5 slacs sk 3 s

http://doi.org/10.22133/mtlj.2025.467629.1352
b sLad 53 po a5l ChB 5 L SsS
G2 3s pueSip

O 0l s ply oKl ¢ elanl psle 5 B 0 S sl

oS s Sl
LU:Q.Lquj )\ L;'>J.v Sl OLG"’ rbja ‘_glj.v odes ‘_;\J\Jfa L;Jl:u L;Ld BE) Lf")"‘} (".'.j’ Lo~ a)'jfl ;;‘:"'AJ}‘,:‘JLE"
SLa B 5l cdiS oylsl 5 g5 &l SKeseas 5 oS3 gudoms 158 b 1y ST (slias Ll g2y 48 Ao s (3L 355 3l oLzl

) i} Ll gt
5 o laasll 53 ole SLoBL lp Lol o eslazsl 5 ol 51 Leesls (5sl e > baw =

e 22 OMSRIOR G B0 7m0 slger 2 55 g e VEOF/ Y TY

gyw\é;ﬁdy.&«l C,.«\u.ia.aM@a)%lgﬂméhé)juwbuuwéudﬁuj R
RN EY
J‘j“b = UALJL;?M‘ Lsudbi"‘\"'h‘j:@ Le| (%Sb#))bﬁf@).)jg;w\ Jkﬂ)\)b JJ.&\) VY O/
J‘j‘“" .Mb}wﬁo)ﬁwﬂ)lsjf)}fja La‘j(..,b;jl.%;}S) oalaiul 6‘:' L&C,..n.\.mu_gj.'sl b.u f.)j.:vﬁr.:.ﬁ Cls \S/|
IS OBl
53 908 Jak |y §l)lS (o smas o Al et a B 655 LSS oSl e nl 5 Lol s
‘\f/\c\sd..if_\' 5l 5 GlabalsS mle Jleslatul by Jdoo 5 v So a0 5 ol 4 el .

S| 2l S & S5 s s @ g rl el i
a.,\&waﬁr.:v Mol J:.é...i_gﬂ)lsL_ﬁu" Jﬂibﬁl BE) J”L“‘J:“a‘ cdl}':au”.) 6)_51.23 G.w))'\.k}‘r.:“{).) Usé)s ol
lel}la:'-jscwy sl BT ol 5 b ol 84S iz ol jon 31 kas b cpimead Sl i pls s s n el

.@'.:J.A\‘5ﬂ%wT¢Jlaﬁ-w;J)Qu)lsdJ)&ﬁqujbﬁéfsj‘bsﬁ) ﬁ\w‘jk«d
gt Bk 5%

f.mansoori@pnu.ac.ir :4sbLl,

1 paslianl 3 g0
YAO-YVY 0P (5 QA6 35 B mlaw (SLiab 53 o gna o> 4 S3los bl 5 L S58 (V80 ) S5 3 5y pmie

https://www.usc.ac.ir a3 5 o oKsls 1,4
YVAY=FAY L S 2S00 sl

AN


http://doi.org/10.22133/mtlj.2025.440306.1292
mailto:f.mansoori@pnu.ac.ir
https://www.usc.ac.ir/
https://orcid.org/0000-0002-2629-6423
https://www.mtlj.usc.ac.ir/

\\‘~\‘;,L:...5L‘;,,L€.ga\\S,Ma?i,,;aw_,‘:‘_;ud”ué,b ;a.\.ﬁiuL.L\a.ﬁ '3:

-

400

SoS (e S b (5 (sl (S5S Canl it Sl pl 5 diBl 4Bl ogeat o o dols g Ais T 48 (90131 Ao
03 QWLeMbT S oo 33l Lol 3148 paol Jau s 5 Blodds >1,b Colus 5 208 S35 50 o SN Jols (g1 48 s
5SS Db GalS, gl Jds e 4 s SR Sl 5o ey 6l p3Y Dledbl g1l Joll La [SST 028 s
Lot &y o5 350 12 LS55 ) Ctlons 0l 45355 o 0313 Lo g el K dlass Sy 381 5o L, g sl 5k la il
L T L i Lytoms bl oo 05 S oo SIS ey (55 09,558 a3ty Vpame ol ailin 55k b (S BBl 50 S o 030t
fS drd eSS

S 3,18 3 Un S5 oSl ks (530 (Saaammlin o 5555 31 (S0 Moo 3 U SS9 5 U L B o5 plne sy
Ly Sledbl 5 a8 50 1 s bl cohay Ll o pomlie 2 313 ol jod a4y (g 2ol Dl e gl o 0,53 e b ) suoa
S pshateas bS58 5l aS a3l s 55 UxS e 6);@% b S5S ol 1y Dledbl a8 Slaolu don pizeen .S sdaline
AL O e Sl Ko IS o0 03l

S aams b osb e eslinal S (5l by, sl s S5S 5 b3l sl s Sl (g5 (5518 g sler 53
Cial 3 gt g <2 T g 355055 55 ol Lol )13 63U LaT ay Vil o8 558 oo b)) )18 51t o ST ¢ s
ol e ﬁy‘l"d’ Ladign glacoluoy glac s g5 o 3 o5 e 3 ol 215 G Sl pladily el glaesls
ooy agul Jas 5 duiS oo 5,5 b (SiS SaS L1 ogs LBl o i3l oo Sz 42 (IS el 9l )8 3550 05 Ialns
5 s w M Jal l dias JUEST I Gased 4 ) Sledbl Sl (Kee b dins oo 0L35 3,0 3 o 4 )8 A5 eSS
Cslaosls Coal

PeNg & ) wslu ol 6Ll a0 s g 5 dile A3l5 ol La S3S ol LSS Soter (om0 o2 > ko (5 3lome (sLiaS
b oy 458 dalglucs 281 Lel (S e 0,53 s (Slays o 31y Waosls a8 At e (sla ol Lats LayT .(Ciisna, 2000, p. 150
LS o)l Coluy 5l aS s cod ajll ol 8 4 sglucs 3l (& Sl anlils Ol G 587 aS das S alyl ) s S8 s,
DL Ity ol l 48 A3 a5y LagT o o ile S 55 15 U SS 5l oslinal oS Juds ol 4y o s plowil | el
Gl [y b ogmas o o 2l CoilB L S8 3l asliad TS s s ) 4 el Jloses e ol 53 e Jlom jaes )08 e 30
0,5
PR e )
Sliab 4 358 pelans JBluo (plgieay a5 Sl Bly (S35 )3 ol o 3550 sl 1005 293y gl o £ 90 ol I
30500 Ll 5 5l (Sliad Oy oS Sl (S3loms Lo )3 pogar o Lo 550 (s 05 e S GBS L S
oz Saesls aki 5 L (53 (Dl (gyslpen 3l il 5z alas ) sdate mlis 3l 0Ll SN 6yslper «
{Rerru Singh, 2022, p. 26) dxews 3loee 53 53 0T Loy oo Gt 5 ogas 0 > 31 oo g e

S Gl Say 1)l sl St b (S5l Byl o8 555 o AL (558 Bsi o Sl 5 563k 55 posaS oo
Wl 0 LSS poona 5 o 2 313 53 3) (SR pagie Bloday posaas o o el Sl Sl S 5 Catid 4 5l ol @ sl
Al o2 5 Bl S W5 o (5500 ol iler Oeme (503 e Sl 215 U] 55 oS Sl Jsns 53505es (Sline 4 o

YAY



b $Lad 53 g0 s o o 4598 Sl 5 b SoS /(55 5ae

Sl DLb1 5 25593 38155 odbandlazl cezgdons Slins 4 p > 5 Condl (pmh Ay 3 Cad 55 o o Bl 5 i ol
.(Ansari, 2004, p. 842)

5 S plaiml (ool b ar 5 b ot oo ) el o 50 ot o> 5 Sl 5 ol a5 &)
b 0T 8528 b e ool o5 53 ¢ Jud et 40 sl sl 505 (glamal 2 (glamalr 31 e 5 S0 o Sle) 5l onde
K b 53 JS),ba (Shahbazi & Shabani Kolahi, 2024, p. 225) sl awils [y &l s b Lkl o155 6 S ks 45 Cilanie
Sl 5 0352 ket (5l 38 B> <55 IS b popat i 23 3535 ot o 3l Al Gl 5 il (0 SUS
a5l Gl 45 paealin )3 ages SSonS Olalir sl o)) pased pogas o Lol Calid g b Cllliee 5 (601,480 dilate
345K S Sl il 5 oo 3,5 Sl obilatls T 4 LT 4T GG B35 oo Lo 0 313l 40 (o 00 o S oo Cdiblons o
(R0 o3 3§35 LS Cla ol der (s S ot o i e SO e & oS 53 U
.(Rerru Singh, 2022, p. 25) Kleds o5

Q\,(i: 3gdowe ow e (o laleS g 13l Ll HLe gl 5l 2 4S Llesls byl o s> = Ol gadaze Ca s 30 LB sa
S| 2 I8 401,503 Sl sl (2 bl 5 (Sl s 0Ll 430l 5U 5 il U g 2 il 93 e sloml (U155 Ll
(Hessam etal., 2021, p. 72) bagluil Cosl S 5 Comnons ole o 00l S 5 Sl 5 Colo ¢ pasels

5l T 5o 151 01,5 3 glioy Lasel T, L o o8 asls sl LS5 51 53,0051, (st o 0 5 JolS o5 0
(Ansari, 2022, p. 154) das 5 3 o 25550 Cilises sl 4

() P30 s A s gl o S ‘ma\)\dﬁl?w@(.ma,wu;);sd@pﬁf@\! Y asle Jol iy o
O 55 Sl st 01,53 3313 ) (56 ol 53 3 o3l L L B e st TS el jased pa S06551 55,005 g
Pl s el 285 1 053550 5 e 8 0T cmpun.\;w}:ﬂ;j@@bguwwg WSS s ol L e85 5yl
(g o Dmms g0 o = O 503 ot DABL3| 5 il SMBI IS Lo s c3ln 5 oo eas Sl 0l 3l ol o

03,8 bre 3 p i SN 5,1 oogat o (Dbl 4 ST s 5 LDl 950 ol ALl Vesle o
(o 2 Jod 31 0SS a1y o pliad wrlie b 090 oS 0 b (6 (B 3ol b ol 09 0,0 315 sl oS e
GO 1 Coond 0 5 55555 ¢ 9550ms Jioe cals col jod 5 bl G2 o313 radeds SB35 59 (53 S0y (bl
355 gt e Byl 5 i el o S Sl (5B e T rien (2055 Jia G ot bk ]
Bl 5 Slel g 5 (65l sl o )

P8 LSl ol ¢ Jeans  Cailes 5 oaied Sl Huiledile ee 53 3131 &5l > (Sline 4 SN o sas =
L (0l 55,8 sLidl 5 3505 ‘L;)j@,f ol @ by e aated sbaesls 3l Cola .Sl gLl 4 g o aasels laesls
(Masoudi, 2019, p. 14) WS pe A5 o 25 5l g siee 5 molais] 5 0ld ) 555 asels Slaosls Vsl olitd

(SNl b 5 b i (635 Sledbl ¢ pasid Sl 3l skt (el 4 ST g nd 5 JLES] 50 Y B3l o Ay b
235 70 3 SOk Slaojled o Gl bl (632 gbalnle ( Silpls Sy Candoy OIS Joue 5 CopS Jous sla LS
.Sl

Wl il ol o (gt Alaz 3l o3l g5 4 (DBl ST s 5 5LE51 56 ol Al ol Vasle Al 5o
Loosls sl o Jaio (6,503 Aoy o L L o 053 (3l 5 g 4 b bl skt sbial 3 a8 Lapl 5l (oS5 L 5 Slel cal
o baysl 5 lis (635 Cunioy (paind | (Cosn 4 by e Sl @ sl ] glor o A b a8 e Sledb|

YAY



\\‘~\‘;,L:...5L‘;,,L€.ga\\S,Ma?i,,;aw_,‘:‘_;ud”ué,b ;a.\.ﬁiuL.L\a.ﬁ '3:

Slaseie (b a3l g sl 5 Jome  Solplpl 5 pU o 31 (935 5 (50, Dbsle 5 g 5 oo 5 o did 5 oS ¢ (S5 S
e 5 oy 5 S o e 50y 5 (SOb Claojlad (55 5 e Gl L (Sal S QI3 5 Ly et
g gp 4iS gt SeMb Fgim 5 (S5 (9ol sl ( Il mans (Ard (o)l spsl plonil 4 gy o atet Do)

S S epl (oS o a5 5> A NSy 55 53 VAVE L 3 oS M o g (2 3 QLIS gl el S el s
o) 03 e 01,03 Al Bl b g5 g5 did b 5 S S5 OBl & o Sl i o5 o 2 3 1l 035 e oS
g0 3l oslanul ‘jtausl.;)ldeljzw\gdjj\@%d)lgﬁﬂ)@j§)\sjlw ‘gljﬁpiisl.uﬁjﬂﬂ\ﬂ)m};\.:,;\f,aﬂwsl,égs
das g 451yl O3S Gl g o) 3L 35l oo HIKET) Lased Coga b Sl sl s 03 3 o gunm 0 S5 555k aS Jas
(Masoudi, 2019, p. 13) sl od&s AST 33l o L2311 5l sims il oo s w85 L

a0 3ph e by e ogat o o 4SS o el ot o i 53 VAV fpe FYA Laliadal 53 10 sl glpt
35 3 O3S (Glo g aSenl 3l il 3l St 5 g g slmel (ol (s 5 oo Sanled (S 5 (SOl ¢ osmat (S
Al a8 S gLl pis ) Coler o o lai Slome 1 (5L23 pus odens,lil 5 by ol pala> [eLTIRESE S PRPR L
csolal Jgol 5l SBli 3505 Cenl 4201 (Masoudi, 2019, p. 13) coul a5 )13 bagyT jlas) j3 b diles S Uy oliedsl oolezs!
(2 3 Sl loe A jroay 4 00l 5o s (Mool it (Ml 8352 53 ol (Ml 5038 5 (o (9153 53 o pna o2 ~
f ool Bai 5 e Ml Blie VW asle FVAFA L2 By Sle &l VY bl il ol Ll il S0) 5 poguas
Sen oleile e Jondly s 5 VAFA gz Ol S Gsim Mol VA Lyl €€ 0 Bsa b)) §sedl S A 83Le 5 V475
Ve o 5 neals (65,808 0l 5 (ot o 5 Bl 35000 T 5 5Ll

Ll ¢ o smas o 4o ) LICASe Lacd g3 oS ) s il ol a3 Sl 55 e gs () dgms 55 33 bl ol s
Maghmi & ) LS sl o smas o > 55 03 Soals e (o guas 53 15 3V ohor SLIS] Lol p 5o oS 503 5 s el o)
.(Attaran, 2018, p. 315

P53 g3l o P53 |y glaasliakd Y LYY ladle 5o Jhe glile ages mazes 5 5l Gsi st
B3 &adlel 3 058 el 5 sulor sliab (sl (S5 SLiad 5o Sy Gsim &1 by o el b a8 dnbls ) e 5 iy g sl & i
S ool By ) (S Aeas |3l SLeSb) ogas o o Lo o LT BLE) 4 o o3l MOV VY 2030) o plesle L5
255 2 53 O S5k o Al e (3158 gt e B s eags s S sy DB 655 il nl L5
3 iy 5 ool Qa1 oyl s s 5 Shas Codlid sl (playSle 5 LBl alls ()5l oo - ol Lo - L claplid]
.(Nekonam, 2024, p. 30)

et MBI (eSS 5 Soslaar (o mas )3 355 Sy e 5 LB Pl 4 |5 LayplS b (ol b 55 78/ V95 doliakas
Y0 Il 53 YA NS daliadad S oo 355 Slgad a0 1 B Mol Aol (1) o L ss a5 Ctls uSTL 55 S p 5k

w&bjb)wbéwijbﬁf}&ﬁfj‘&u}w&uoﬁ)u.))‘.buﬂ‘ cdy‘duué‘]’;jﬂfinj):ﬂbl)b?

1. Nordic Conference of Jurists on the Right to Respect for Privacy, 1976.

2. Resolution 428 of the Consultative (Parliamentary) Assembly of the Council of Europe -1970.

3.Universal Declaration of Human Rights

4. International Covenant on Civil and Political Rights, 1966.
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2. Cross-site scripting

3. Cross-Site Request Forgery (CSRF)

4. Cookie Poisoning

5. See: Mason, Richard O. Four Ethical Issues of the Information Age. Management Information Systems Quarterly. 10.1 (1986).

¥4



b $Lad 53 g0 s o o 4598 Sl 5 b SoS /(55 5ae

03,5 @l Sl81x 0313 (GLaell 51 pn 53 gl 03k55 1) SEIBI ST Lk b oo Lo 1y 58 oo (Bs IS oo oo LS 0
.(Jegatheesan, 2013, P. 5) (s Laesls 3l aslizul 5 plosl gl pased Solio; & ea 35563554 (ol ol il

ouwuuﬁuméb);xsdaﬁbﬂ%ﬂ%@}gxs@g;.;b;,;rupﬁ@;ﬂ}u%\ﬁwﬂssw@
et DENB] (55l 4 L (S5 5 ealinad b 5 S8 5 (5okm Ao g0 )3 0058 SLCS, 8 s 131y 355 paeds
3l e ol

AP s3T5 8 Jacs 5 sl daline Cilowion S 4 caSils )8 L1, 53 s S8 (psla)l 3 L o2 olerl gaaSl gla gl )
03Ul Caadd b Jgaamme S| 5l o el Ao 31 a8 31553 0315 5 oo LS oo esliin] O 518 il 5 S\Se Condgo
(Awsat et al., 2019, p. 1354) L 5 o0 00 o (Slozrl 5 sl 055U 515 55 Dbl 51 LS oS

) Saan S 5 Bl axdls (Jad gla chadas ol dins oo ploul s SS 30 b1 1) T oLk oS e b s asolucss
Colioy 55503 ol S BT bl 2l Eel ol opl dias Sl sl 4 ased Sledbl JUsl b osliul w053 55505 35055 1)
By SN Judoe 5 505 LS SaS gl 4 Sl Ko 935530 2558 g0 52l (5L ) m;ch,w sl (ol 455 8 gl Lagyl
S il Bl .y 5 A8 S)ps S Slaly LS e 4SS bapl 4 a8 Sl 3 Sl Sas 5 Cenla ) (T Cled gLy 5 a8
Sl dalpe Sl S s S S el | 55 J S pT g gla e g e 31 03linl s s oo (1Sel 5131 4 =5
NS 33 SUb b gl 03l (ol B el by €355 Lo LT DT 518 51 (glaiblon g Sl sy S 33k Colomss
@S "l S SN Dbl 5 o s o ol oS 98B sl pl il o 3 el g5 gsesls 3l aslinl b Sl
b b ol sl 5 e 8 (SSTL  Jpame (S35 S0 Sy e (sl 2058 0,53 (15 (55 DMl e 513 ez 155055
3530 n S5 0 Slenda ) eslinul 5950 35055 b g o Slaans 5 S @ aS Sl o o3 5] Cyaizean S Ll IS ) 5l a8 day
Ol L e (g1 08 Lo 1 355 ST (390 wlisll ) IS'6 558 wal 3 ISl ol 535 03l5 Colins 355 53 el slacsbiesl b
L o SU 6, i Jomoly o b and> G 0LL 5 T Sledbl lulis aS iyl 5l

CLCESS 5SS 5 Shas b Conlos 51 5 gLaSeNbI ) eslinul 8550 LT gl (3351 poal 892 5 b 0LlS ol ol
5 ot o A 3503 Galb bl 5 1SS GG adaen L (S5S saaline b lalS e 58 oST 30T L5150

A ls glasledb) adedusys

S S

Wl )13 o 53 o el S35 1S & Gl 53 bl (585 Lo (S5S Jlmss ($513 s Slobltir o
oo 0 by o Sla 8l (53l s 2 5 (o) Ggzmes Jlars] ol 5 Sl 51 oy e ol o0 8l gl )
13 39mg il s 41, ol ,lS ol 5 o> (2 Bl s 48 (sl Olls 5 la SoS
5,8 o 13 0T 8B s Sl o ok oS 515 3505 n S5S A 51 Lol o 55 pemms 53 A oy 0SB oS 5 iboles
ol 5L Lo T (G dlad ol 5 o L S5S Comsl el (§ pdoml a3 (a3 5 Sl pognas o > 40 33l s
Sl u@ucu by Blg e SMbl pl S sl [ b Olbea 5 5 3 51 Ly 5 1S obsy ooy Jsb s calises

Cmoler 534S Sl Iyl s pb kg 3 EI0 sl 4 bosls dbo Culio)y o b 5 el eslinal sased Sl b Lo gols )l 3oa

1. See: Privacy and Electronic Communications Regulations(PECR) http://www.legislation.gov.uk/uksi/2003/2426/contents/made

Yy



\\‘~\‘;,L:...5L‘;,,L€.ga\\S,Ma?i,,;aw_,‘:‘_;ud”ué,b ;a.\.ﬁiuL.L\a.ﬁ '3:

Sl 5o b ¢ pateds o o Calio) oS (9 O 5315 5 il (aosls ) eslinal dlaasls 3l Cblim 4 bgs oo Madlopy oyl
D5 e S st e Lol 3550 ks (51 B o 2 bl S S5y

L e el iy 5 s 0 4 Ly Sl 8 DL 15 0118 (slaosls )50 53 SiS Al el Slacs ol o s
o3liial Loyl 51 L 3 Lo (slaosls ol ([ Sas 45 3505 3955 5 (5,503 Slaoly Lal €35 enlizul LS 5s Loy (6,03 alie SIS ,a
Glresls S b Lo Sl Sledbl 4 w2ans (51 b (S35 51 015 g0 48 )15 3555 S8 0 4y (6 sl 3lo s 45 il €355 Ll
Slatel 5 5 4ol 5 1y o Sl S U S s 5 il oy o Sl 4 52215 G o3 ol
st%}@jwpﬁfﬁb&l.u)da)ﬁq@w); S o oy Ll s J;J_szudu)lsrl.?g\d\ﬂéjs&uu
2313355 oS ulide 5 W SsS b)) ol slaosls

Yay



b $Lad 53 g0 s o o 4598 Sl 5 b SoS /(55 5ae

cl.;o

Ol o8l gl ke 5 B g 5SC00> s 0l al 5 s oDl Bsli 3 0T 31 Cole 5 s o (WA 3L (s 5Las]
OV=Y (O )P

Sliad OllS (o gmas v ade @l Glal | Lileo 5 (318 (s (VAR dms (655 5 Loy Ao cplol (ool cdasl
https://doi.org/10.30510/PS1.2021.312198.2551.A\FS¥-ATFA (¥ i\ oo solibianslom 3l al 55 (S 3lome

53 e 1B 085 Coal L4y iy L 5 s a Lo S8 0P 1) Lo il (9355
https://parspack.com/blog/programming/webserver-tutorial/what-is-cookie. 6 May 2024

o33 o a8 3 0 T slap iy ke Sl s LV 1) (S o oo el s doms (g s s ol ol
AV-FA NN (bl sbaiass Loyl asbal 5 el olpl 5o i adlas ol)lS (o ) oD
https://doi.org/10.22082/cr.2021.530918.2202

Sliad 15 o g (et Sbresls JaB s olp) Fsk plla sba Al L(VYRQ) )l ¢ puld ealyensls 5 D ¢ (S53 (puss
https://doi.org/10.22106/j1j.2020.88629.2213 A ¥#-1YY (VW AY (g 288 . ol

Ml Boim 4 AL diadign Sla gl 13 oy o i B Gl (VF 01D ShLa ( aOS Sl 5 el ool
https://doi.org/10.22133/MTLJ.2024.407318.1226 .YY¥¥= YY (0 < 5 syl Gy o)l B 5

Bghm (Sl sliab 5o o 5 Colex Ell 5 oopas o 5 (et Gbresls Conal 5 psede L(0TA4) opel (lide 5 4abls ol
https://doi.org/10.22133/CLJ.2020.243290.1016 .¥Y Y=Y AV OO\ .5 5 (Gag okd s\aslay) 2

TOY-YYA QDN (g 88y Giloms gliad 15 (pogmat > syels 5 08 (TP s (oolenll 5 s (b
https://doi.org/10.22106/j1j.2017.29234

“VAOND (el y Dl . SNB dasl 53 posmas o - i 5 55 SN s s 018 G (049) el (6352
AR

bl 45 53 ol @I 5 Ly 53 seie Slaoser (SIS popas wy - LI &350 OFAA) Lol ohllas 5 sl o alie
https://doi.org/10.22059/jpls0.2018.219954.1390 .¥¥ V=11 (YIAY (o ses Bsi> Aadllas . sLiab

Fglbs 53 s BB O (el a5 Comez (55550 53 (S35 O F 2 D) G G 0l,all 5 3 sams liciurs

https://www.zoomit.ir/howto/132944-what-is-cookie-internet/1401/08/03

(0 e 5 Slacs 5 B g -l sliab 53 SV 5 Sl (slaosls oo gas o = 5 Goioss (Slaciogls (V¥ 2 Y) iy (0SS
https://doi.org/10.22133/MTLJ.2023.390545.1188 .¥+_YV

s 205 Wy B VP Y) 3L oLl

Ol 252018 CYE) Q) W G (o) B (VY 1Y) domen s o ila

Singh, A. R. (2022). Right to privacy in cyberspace. Cyber Law Reporter, 1(1). Pp.23-34. Avaiable at:

https://cylr.thelawbrigade.com/wp-content/uploads/sites/28/2022/11/Amisha-Rerru-Singh.pdf
Tripathi, K. (2020). Protection of privacy in cyberspace: A comparative analysis between India and USA. available

at: https://ssrn.com/abstract=3611622

yay



\f'f@bﬁb}ﬂ.@.ﬂﬂ\ Sjwaf Sﬂuw_,s‘_;u‘_;”u‘}_,b&mbbwp

Layeeq, A. (2024). Understanding Cookies: Pros and Cons in Browser Security. Available at
https://www.linkedin.com/pulse/understanding-cookies, 6 march 2024.

Mason, R. O. (2017). Four Ethical Issues of the Information. Computer Ethics.

Peng, W., & Cisna, J. (2000). HTTP cookies—a promising technology. Online Information Review, 24(2),150-
153. https://doi.org/10.1108/14684520010330346

Roomi, M. (2021). Advantages and disadvantages of cookies: Limitations & benefits of cookies on websites.
Available at https://www.hitechwhizz.com/2021/02/6-advantages-and-disadvantages-drawbacks-benefits-
of-cookies.html
Jegatheesan, S. (2013). Cookies — Invading Our Privacy for Marketing, Advertising and Security Issues,
International Journal of Scientific and Engineering Research, 4(5), 1-8.
https://doi.org/10.48550/arXiv.1305.2306

Vijayan, J. (2003). Users of online job services risk lack of privacy protection. Computerworld, 10, 5-15.

[In Persian]

Ansari. B, (2004), Privacy and its protection in Islamic comparative law and Iran. Journal of Faculty of Law and
Political Science, University of Tehran. 66(520), 1-51.

Ansari, Bager (1401). Media Law. Tehran: Samt.

awsat, A. , Emam, S. M. R. and vaziri, M. (2021). Laws and Guarantees for the Implementation of Crimes in the
Field of Privacy in Cyberspace in Iran. Political Sociology of Iran, 3(4), 1348-1363.
https://doi.org/10.30510/PS1.2021.312198.2551

Barzoudi. A, (2024). What are cookies and why should you care about them?, available at
https://parspack.com/blog/programming/webserver-tutorial/what-is-cookie. May 6, 2024.

Fathi. Y and K. Shahmoradi, (2017). the Scope of privacy in cyber space. Judiciary Legal Journal, 81(92) 229-
252. https://doi.org/10.22106/j1j.2017.29234

Hessam. A., Modibo Joni, M., Miri, H., & Yamrali, S. (2021). the Civil liability of online platforms caused by the

violation of information privacy by users; A comparative study in Iran, America and the European Union,

Communication Research Quarterly, 28(3), 69-91. https://doi.org/10.22082/cr.2021.530918.2202

Hashemi. S. M. (2023), Constitutional Law of the Islamic Republic of Iran (2). Tehran, Mizan Publications.

Masoudi, O. A. (2019). Users' right to electronic surveillance and privacy in the information society. Media

Studies, 15(3), 7-19.

Ya¢



b $Lad 53 g0 s o o 4598 Sl 5 b SoS /(55 5ae

Maghami, Amir and Attaran, Nadia (2019). Balancing the Disclosure of Family Privacy of Famous Figures in the
Media and Freedom of Expression in the Procedure of Judicial Institutions. Public Law Studies, 94(2), 311-
331. https://doi.org/10.22059/jplsq.2018.219954.1390

Nekonam. V., (2024), Research requirements of the privacy of communication data and information in the cyber
space. Modern Technologies Law, 5(9), 27-40. https://doi.org/10.22133/MTLJ.2023.390545.1188

Ghanad, F. and Aligholi, A. (2020). The Notion and Importance of Personal Data and Privacy and Their Various
Protections in Cyber Space. ModernTechnologies Law, 1(1), 297-322.
https://doi.org/10.22133/clj.2020.243290.1016
Raeesi Dezaki. L.,& Ghasemzadeh Liasi, F. (2019). Challenges of Iran's Legal System in Violation of
Personal Data and Privacy in Cyber Space. Legal Journal of Justice, 2084(110), 123-146.
https://doi.org/10.22106/j1j.2020.88629.2213

Shahbazi. A., & Shabani Kolahi, S. (2024). Legal challenges of preserving privacy in smart cities with a view to
international law and Iranian law, ModernTechnologies Law, 5(9), 221-234.
https://doi.org/10.22133/MTLJ.2024.407318.1226

Youssef Nejad. M., & Taheranpour, M. (2022), What is a cookie in the browser and what is its importance?,

available on at: https://www.zoomit.ir/howto/132944-what-is-cookie-internet/2022/10/25

COPYRIGHTS

©2025 by the authors. Published by University of Science and Culture. This article is an open
access article distributed under the terms and conditions of the Creative Commons Attribution 4.0
International (CC BY 4.0) https://creativecommons.org/licenses/by/4.0/

¥40


https://creativecommons.org/licenses/by/4.0/

