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' .Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace. Available
online at: https://eeas.europa.eu/archives/docs/policies/eucyber-security/cybsec_comm_en.pdf

¥ Cyberstalking

" Directive 4Y/Y+YY/EU of the European Parliament and of the Council of YYDecember Y+Y)on
combating the sexual abuse and sexual exploitation of children and child pornography, and
replacing Council Framework Decision A/Y.+¢/JHA. Available online at: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri= celex%YAYY VI L+« 4¥

* .Intimate partner cybercrime
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' Sexual abuse of children

" .sexual exploitation of children

" .Reports statistics. Drossinternets.lv (Safe Internet) Available online
at:https://drossinternets.Iv/Iv/info/zinojumu-statistika
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" Vilks
" .Internet Organised Crime Threat Assessment Y+ YA, Available online at: https:/
www.europol.europa.eu/internet-organised-crime-threat-assessmentY « Y A
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' .Reports statistics. Drossinternets.lv (Safe Internet) Available online at;
https://drossinternets.Iv/Iv/info/zinojumu-statistika
* .Amendments to the Law on the Protection of the Rights of the Child
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" European Convention for the Protection of Human Rights and Fundamental Freedoms. Available

online at: https://www.echr.coe.int/Documents/Convention_ ENG.pdf.

" .Child safety online: global challenges and strategies. Available online at: https://www.unicef-

irc.org/publications/7  « -child-safety-onlineglobal-challenges-and-strategies.html.

* .Child pornography is sexual abuse material. Available online at: https://www:. thorn.org/child-

pornography-and-abuse-statistics./

° .E-environment
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' .International Telecommunications Union (ITU).

¥ .erotic and pornographic materials.

" .Internet Organised Crime Threat Assessment Y+ A, Available online at: https://
www.europol.europa.eu/internet-organised-crime-threat-assessmentY « Y A
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' .Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace. Available
online at: https://eeas.europa.eu/archives/docs/policies/eucyber-security/cybsec_comm_en.pdf.
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Legal responsibilities in the criminalization of sexual abuse of children
in social networks in Iranian criminal law
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Abstract

Child abuse means any physical or mental harm, sexual abuse or neglect of the child's basic
needs. Cyberspace as one of the new communication environments requires its own
interactions, despite all the advantages and attractions of this space, one of the most important
problems related to it is the rapid and widespread victimization of children, which is the
child's curiosity and lack of recognition. And the speed and number of criminals in the
cyberspace increases the vulnerability of children in front of the physical threats in social
networks. The purpose of this research is to examine the legal responsibilities in the
criminalization of sexual abuse of children in social networks in the criminal law of Iran,
based on the examination of the existing laws, as well as legal-executive ambiguities and
shortcomings, as well as the experiences of other countries, in a descriptive way. Analytical
and comparative analysis has been done. Examining the criminal status and criminalization
of sexual abuse of children in the cyber space in the codified law of Iran as well as the judicial
and executive procedure has issues and problems such as ambiguity and unwillingness to
follow up judicial bodies without the presence of private plaintiffs. The taboo, as well as the
issues and consequences of raising sexual abuse in the real world, as well as being
anonymous, filtering, and the inability to follow up on cyber, along with the time-consuming
nature of such cases, are among the main problems in the field of crimes and sexual abuse of
children. It is in cyber space in Iran. The spread of terms related to sexual abuse in other
countries and the establishment of criminal laws related to it, taking into account its
modernization and wide spread, shows the backwardness of Iran's criminalization in the field
of children's cybercrimes. Therefore, paying attention to the micro and family dimensions, as
well as informing about the types of abuses, as well as the national dimensions, and
establishing up-to-date laws and implementing them in the executive routine and connecting
with other countries, in the field of pursuing and protecting children's rights in the space Cyber
can cover the international dimension of criminalization of criminal laws related to sexual
abuse of children and bring maximum guarantees for children.

Keywords: criminalization, sexual abuse of children, sexual crimes of children, cyber space,
guarantee and maximum protection.
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